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Hash Functions

e Hash functions are used in different areas not just in cryptocurrency

e Even in cryptocurrency, hash functions are used for different
purposes
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Definition

A hash function is any function that can be used to map data of
arbitrary size to fixed-size values.
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® Input: a string, a SMS, a picture, a mp3 file, an application, etc

The hash values are usually used to index a fixed-size table called a hash
table.
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® Input: a string, a SMS, a picture, a mp3 file, an application, etc
e Qutput: output values are called hash values, hash codes, digests or
simply hashes.
The hash values are usually used to index a fixed-size table called a hash
table.
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Hash Table

» Hash Table
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https://www.youtube.com/embed/KyUTuwz_b7Q?start=0&end=287&autoplay=1&modestbranding=1

Hash Functions and Some Practical Usages

» Hash Functions
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https://www.youtube.com/embed/OBdEhSPoDaY?start=0&end=&autoplay=1&modestbranding=1

Some Popular Hash Functions

9/16


https://www.youtube.com/embed/8QpnFoSAud8?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/orIgy2MjqrA?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/ucw5ZW291V0?start=0&end=&autoplay=1&modestbranding=1

Some Popular Hash Functions

e MD5

e SHA-2 (Secure Hash Algorithm 2) family: SHA-224, SHA-256,
SHA-384, SHA-512, SHA-512/224, SHA-512/256
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https://www.youtube.com/embed/8QpnFoSAud8?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/orIgy2MjqrA?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/ucw5ZW291V0?start=0&end=&autoplay=1&modestbranding=1

Some Popular Hash Functions

e MD5
e SHA-2 (Secure Hash Algorithm 2) family: SHA-224, SHA-256,
SHA-384, SHA-512, SHA-512/224, SHA-512/256

e Keccak256 (a variant of SHA3-256)
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https://www.youtube.com/embed/8QpnFoSAud8?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/orIgy2MjqrA?start=0&end=&autoplay=1&modestbranding=1
https://www.youtube.com/embed/ucw5ZW291V0?start=0&end=&autoplay=1&modestbranding=1

Cryptographic Hash Functions

P Cryptographic Hash Functions
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https://www.youtube.com/embed/2BldESGZKB8?start=0&end=&autoplay=1&modestbranding=1

How Secure is SHA2567

» How Secure is SHA2567
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https://www.youtube.com/embed/S9JGmA5_unY?start=0&end=287&autoplay=1&modestbranding=1

Hash Functions in a Blockchain

» How does a blockchain work
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https://www.youtube.com/embed/SSo_EIwHSd4?start=40&end=295&autoplay=1&modestbranding=1

Hash Functions in Proof of Work

» Hash Functions in Proof of Work
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https://www.youtube.com/embed/3EUAcxhuoU4?start=0&end=&autoplay=1&modestbranding=1

Proof of Stake

P What is Proof of Stake
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https://www.youtube.com/embed/YudpU58uYuM?start=0&end=&autoplay=1&modestbranding=1



